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This guidance was created in collaboration between the Office of Privacy and Daeaotection, the Office of
Cybersecurity, and the Attorney General ®s Office as or
report required by ESSB 5432 (2021)lt is intended to help agencies successfully implement appropriate data

sharing agreements(DSAS) to protect confidential information.

Data sharing relationships take many forms. While this documerst a resource that can help agencies assess

options, it isnot provided for the purpose of giving legal advice of any kind@his guide does not represent the

| egal opinion of any Washington state agency, includir
information in this guide regarding speciiapplications of the laws without seekindegal counsel

Data Sharing Agreement Requirements

Broad DSA requirements(in addition to requirements that may apply to specific agencies or specific types of
information) exist for Washington state agencies intdeast three places:

RCW 39.26.340(1)st at es t hat ~[b]lefore an agency shares wit
defined in policy established in accordance with RCW 43.105.54, a written datharing agreement must

be pl ace. ° Wi26 ROW) agentyanpanseoffice ®raactivity of the executive or judicial

branches of state government.

RCW 39.34.240(1)st at es that ~[i]f a public agency is reque
or higher data . . . the requesting agency shall prade for a written agreement between the agencies . . .

.° Within chapter 39.34 RCW, a public agency means
government; any state agency; any United States agency; any federally recognized tribe; and anyipcal
subdivision of another state.

OCIOPolicy#141.10st at es t hat [ w] hen sharing Category 3 an
agreement mustbeinplaceu nl ess ot her wi se prescribed by | aw.°® O
executive branch agenciesand agencies headed by separately elected officials.

Taken individually these requirements could conceivably be
interpreted to create a patchwork of DSA mandates. But
together they reinforce the best practice that aragency sed\,fﬂ‘l
should typically enter DSAs when a person outside the
agency receives or has access to confidential information.
Enteringinto DSAs is also consistent with the Washington
State Agency Privacy Principleslt is most obviously a core
.' Washington
State Privacy
Pnnclples

part of the due diligerce principle, which requiresexercising
care when sharing information with third parties. DSAs also
support the remaining principles by carrying forward the

agency®s own obligations as i nfor
and are one part of ensuring an agencyinderstands all the @ Q§

places whereits data is located

e*‘?Q

. . Transparency
Using this Document & accountability
This document includesl13 categories of contractterms that
should typically be included in &SA, and seven other terms thatmight be included depending on the nature of a
specific scenario. Each section includes general guidance on implementation, together with example language
when possible.
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There are core concepts that shouldypically be included in any agreement that contemplates data sharing, but
there is no rigid requirementfor a particular format or level of detailThe details of a particular data sharing
relationship can significantly impact the overall structure of the agreement, the types of terms to include, the level
of detail required and even whether a DSA is fead at all. For example, when sharing a ondime extract with a
researcher, it will be possible to list specific data elements and the specific persons authorized to access the
information. When sharing with an IT vendor with broad access to agency data an ongoing basis, such
granularity is not possible.

Based on this variability DSAs may be:
9 Standalone or part of a larger agreement.
1 One-way or bidirectional.
1 Very specific about data elements involved or provide a general description ioformation.

In determining the appropriate format for a particular relationship, agencies should feel empowered to exercise
sound discretion and flexibility. In doing so, they should consider at least:

9 The number of parties involved

1 Whether sharing is ore-way or bidirectional

1 The frequency of sharing

1 The types of information involvednd whether specific legal requirements apply

9 The scope of information involved

1 The nature of the purpose for sharing

T The nature of the dat a atienshippith¢hedgenaynd t he reci pi ent

With these considerations in mind, the examples below can be used to create DSAs, or as a tool to review and
strengthen existing DSAs. In doing so:

1 Do not assume it is just a matter of selecting one option from each section. Themeay be multiple
appropriate terms or none.

1 Be ready to add content and narrative. For some terms the content is so situati@pecific that templates
are not possible.

1 Understandthat some terms overlap. For example, describing the purpose, appropriate use
appropriate users, and methods of access do not necessarily need to be five separate contract terms.

1 Exercise flexibility only when appropriate for specific terms. A relationship with an IT vendor with broad
access to information may warrant flexibilityegarding the description of data, but not security
requirements.
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Should include — Purpose and specific authority for sharing

Describe why the information is being shared and the specific authority for sharing it. Authority to share may come
from avariety of places, including laws, contracts, funding requirements, or policies. When sharing with a vendor
this may include a description of the agency function being facilitated by sharing the information.

Examples

Purpose of the agreement The purpose of this DSA is to provide terms and conditions under which
itself [Agency] will allow the restricted use of it€Confidential Informatiorto the
Receiving Party, and under which the Receiving Party may receive and
use the Confidential Information ThisDSA ensures that{/Agency]
Confidential Informations provided, protected, and used only for
purposes authorized bythis DSA andstate and federal law governing

such use.
Purpose of sharing and The Confidential Information to be sharmt under this DSAIs shared . . .
authority to share [Explain the purpose and authority for sharing. If the information is sharec

to help the agency fulfill its statutorily authorized functions, cite to those
statutes. If the sharing is specifically allowed or required by dtze, rule or
other authority, cite to that authority.]
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Should include — Description of the data, including classification

Describe the information being shared, including data classification. Include as much specificity as possible, but
the levelof detail is likely to vary significantly depending on context. For example, listing specific data elements
may be appropriate for a onetime arrangement with a researcher, but impracticable for an agreement with a
technology vendor that has access to a vde range of information. In some cases, it may be appropriate to
execute an overarching agreement with more detailed schedules or attachments executed as needed.

Examples
Appropriate definitions of " Personal I nf ioformadidn identifigble toermy person,
protected information including, but not l i mited to, il

health, finances, education, business, use or receipt of governmental
services or other activities, addresses, telephone numbers, Social Serty
Numbers, driver license numbers, other identifying numbers, and any
financial identifiers.

" Confidential Information® or  Dj
disclosure under chapter 42.56 RCW or other federal or state laws.
Confidential Information includes both Category 3 and Category 4
information including, but not limited to, Personal Information.

For broad sharing when data | Data to be shared includes . . . .

cannot be specifically defined| p, .o ihe the data with as mub specificity as possible, including at least

data classification and the circumstances whe information is shared.
Where it is not possible to describe specific elements, describing the
purpose and processes for sharing provides helpful contekt

When lsting specific Data will be exchangedusing the mutually agreed upon file layouts below,

elements is possible i.  Method of Access/Transferdescribe how information is

shared]

ii.  Frequency of Data Delivery[describe how often the
information is shared]

Element Short Lenath | Tvpe Data Descriptions and
Name Description 9 yp Usages

[Customize table layout for column names appropriate for the type of dati
being shared. When sharing multiple extracts with a single recipient,
agencies can document this informdbn (and the purpose for each
extract as schedules or addendum}
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Data Classificationas its own | The State classifies data into categories based on the sensitivity of the
term data pursuant to the Security policy and standards promulgated by the
Office of the state of Washington Chief Information Officer.

The Data that is the subject of this DSA is cladéed as indicated below:
3 Category 12 Public Information

Public information is information that can be or currently is released to the¢
public. It does not need protection from unauthorized disclosure, but does
need integrity and availability protectio controls.

3 Category 22 Sensitive Information

Sensitive information may not be specifically protected from disclosure by
law and is for official use only. Sensitive information is generally not
released to the public unless specifically requested.

3 Category 32 Confidential Information

Confidential information is information that is specifically protected from
disclosure by law. It may include but is not limited to:

a. Personal Information about individuals, regardless of how,
that information is dotained,

b. Information concerning employee personnel records;

c. Information regarding IT infrastructure and security of
computer and telecommunications systems;

5 Category 42 Confidential Information Requiring Special Handling

Confidential information regiring special handling is information that is
specifically protected from disclosure by law and for which:

a. Especially strict handling requirements are dictated, such
as by statutes, regulations, or agreements;

b. Serious consequences could arise from unautbrized
disclosure, such as threats to health and safety, or legal
sanctions.

Requirement to specifically | Agency will notify[Receiving Party]if they are providingConfidential Data.
notify when Confidential
Information is being shared
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Should include — Authorized uses

Describe how the information may be used, including prohibited uses. When the agreement is with a contractor
performing functions on behalf of an agency, authorized uses should typically be limited to those functions.

Exanples

General limitation on
permitted uses

This Agreement does not constitute a release aonfidential Information
forthe Re c e i v idisogetioRamyrusegn®@mmay be accessedand
used only to carry out thepurposes described in this DSA Any ad hoc
analyses or other use of the data, not specified in thiBSA, is not
permitted without the prior written agreement ofAGENCY].

General limitation on
permitted uses for non
vendors

The Receiving Party will not use, publish, transfer, sell, or otherwise
disclose any Confidential Information gained by reason of this DSA for ar|
purpose that is not directly connected with the purpose, justification, and
permitted usesof this DSA, excet:

(a) as provided by law; or

(b) with the prior written consent of the person or personal representative
of the person who is the subject of the Data.

General limitation on
permitted uses for vendors

The Contractor shall not use, publish, transfer, sell or otherwise disclose
any Confidential Information gained by reason of this Contract for any
purpose that is not directly conl
the services contemplated hereundergxcept:

(1) as provided by law; or,

(2) in the case of Personal Information, with the prior written consent of
the person or personal representative of the person who is the subject of
the Personal Information.

Prohibition on commercial or
personal use

Receiving Party shall not access or use the Confidential Information for
any commercial or personal purpose.

Prohibiting data linkage

The Confidential Information shared under this DSA may not be linked wi
other data sources without prior written agrement of [Agency].

Allowing data linkage

The Confidential Information shared under this DSA may be linked with tt
following data sources: [ist sourceg

[When allowing data linkage, consider possible impacts such as whether
the combined data will beshared with other parties, and whether Agency
data will remain identifiable after combinatign

Prohibition on data
modifications

The Receiving Partyis not authorized to update or change anyata in
[Agency system], and any updates or changes will be caus for
immediate termination of thiDSA.
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Should include — Authorized users or classes of users

Describe the specific individuals or classes of individuals who may access the information. This may include
subcontractors or other third parties, and any pproval process for those subcontractors or third parties.

Examples

Appropriate definitions of " Contractor®° means the individual
Contractor or ReceivingPartyyt o t hi s Contract and i ncl ubdrg efficaerdy ¢
directors, partners, employees, and/or agents, unless otherwise stated in
this Contract. For purposes of al
includes any Subcontractor and its owners, members, officers, directors,
partners, employees, ad/or agents.

"Re c ei vi mgandtiaerertity that is identified on the cover page of
this DSA and is a party to this |
members, officers, directors, partners, trustees, employees, and
Subcontractors and theirowners, members, officers, directors, partners,
trustees, and employees.

General prohibition on Receiving Pary shall not disclose, in whole or in part, th®ata provided
sharing with unauthorized by [Agency] to any individual orentity, unless this Agreement specifically
users authorizes the disclosure. Data may be disclosed only to persons and
entities that have the need to use the data to achieve the stated purposes
of this Agreement.

General designation of Receiving Party must identify:

authorized users o
A. Those persons or classes of persons in its workforce who

need access toConfidential Informationto carry out their
duties; and

B. For each such person or class of persons, théypes of
informationto which access is needed and any conditions
appropriate to such access.

Procedures to limit access Receiving Party must implement policies and procedures that limit the
Confidential Informationdisclosed to such persons or classes of persons
to the amount reasonablynecessary to achieve the purpose of the
disclosureas described in this DSA.

Subcontractor approval The Receiving Party will not enter into any Subcontract without the
requirements express, written permission of [Agency], which will approve or deny the
proposed subcontract in its sole discretion. If Data access is to be
provided to a Subcontractor under this DSA it will only be for thepecific
purpose and usesauthorized by [Agency] and the Receiving Party must
include all of the Data security terms, coditions and requirements set
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forth in this DSA in any such Subcontract. In no event will the existence o
the Subcontract operate to release or reduce the liability of the Receiving
Party to [Agency] for any breach in the performance of the Receiving
Partyps responsibilities.

This DSA does not constitute a release for Receiving Party to share the
Data with any third parties, including Subcontractors, even if for
authorized use(s) under this DSA, without the thirgharty release being
approved by[Agency] and identified in the Data Licensing Statement(s).




C WaTech

Washington Technology Solutions

Washingion's Consolidafed Technofogy Services Agency

Should include — Protection of the data in transit if the arrangement involves
transmission

If the arrangement involves data transmission, describe how the information will be semd how it will be
protected in transit. If the arrangement involves system access, explain how access will be provisioned.

Examples
Transmission method [Describe how the information will be transferred, including applicable
encryption protocols or other protections to ensure secure transfer]
System access The Receiving Party may request access to [Agency system] for up to

[number of] Authorized Users under this DSA.

The Receiving Party must send the request for new users to [Agency
contact]. Receiving Party must designate a Point of Contact to be the
single source of access request for new users.

Receiving Party may not use shared User IDs and passwords for use witl
Confidential Information or to access systems that contain Confidential
Information. Receiving Party must ensure that only Authorized User
access anduse the system(s) in this DSA, use only their own User ID anc
password to access the system(s), and do not allow employees or others
who are not authorized to borrow a User ID or password to access any
system(s).

Receiving Party must notify [ency] within 5 business days whenever an
Authorized User who has access to the Data is no longer employed by th
Receiving Part or whenever an Aul
the user no longer requires access to the Data.

Recei vi ng dBtthé systess may loeeontinuously tracked and
monitored. [Agency] reserves the right, at any time, to terminate Data
access for an individual, conduct audits of system(s) access and use, an(
to investigate possible violations of this DSA and/or violatis of laws
governing access to Confidential Information.




C WaTech

Washington Technology Solutions

Washingion's Consolidafed Technofogy Services Agency

Should include — Secure storage for data maintained outside the agency

Describe storage and handling requirements, including applicable encryption at rest or other security
requirements.

Examples

General security statement | [Agency] shall take due care and take reasonable precautions to protect
Agency®s data from unauthorized |
Receiving Party certifies that icomplies with the requirements of th

OCIO 141.10 policies and standards for data security and access control;
to ensure the confidentiality, integrityand availabilityof all data shared.

Receiving party will restrict access to Confidential Information by:

A. Allowing access only to staff thahave an authorized business
requirement to view the Confidential Information.

B. Physically securing any computers, documents, or other
media containing the Confidential Information.

[This language is not intended to encompass all appropriate security
requirements]

Should include — Data disposal

Describe when and how the information will be destroyed or returned, including a mechanism to verify disposal is
completed.

Examples

General disposal requirement| Upon request by[Agency], or at the end of the DSA term, or when no
longer needed, Confidential Information/Data must beeturned or
destroyed using an Agency approved disposal method, exqat as
required to be maintained for compliance or accounting purposes.
Receiving Party wilprovide written certification of disposition using
[certificate of disposal, attachment 1]

Disposal of paper records Paper documents with Confidential Information may be recycled through
contracted firm, provided the contract with the recycler speciéis that the
confidentiality of information will be protected, and the information
destroyed through the recycling process. Paper documents containing
Category 4 informationmust be destroyed onsite through shredding,
pulping, or incineration.

10
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Should include — Backup requirements if applicable

Include backup and recovery specifications when applicable, such as when the recipient is storing the copy of
record. Appropriate language will depend on agency needs and the function being performed.

Should include — Incident notification and response

Describe incident response requirements if information is compromised. Include at leastjuirement to notify,

timing, expenses, and roles and responsibilities.

Examples

General notification
requirement

The compromise or potential compromise of Confidential Informatidhat
may be a breach that requires notice to affected individuals under RCW
42.56.590, RCW 19.255.010, or any other applicable breach notification
law or rulemust be reported b the [Agency privacy contact] within one
(1) business day of discovery.

Information to be provided

If the Receiving Party does not have full detailsbout the incident it will
report what information it has and provide full details within 15 business

days of discovery. To the extent possible, thesmitial reports must include
at least

A. The nature of the unauthorized use or disclosure, including a
brief description of what happened, the date of the event(s),
and the date of discovery;

B. A description of e types of information involved:;

The investigative and remedial actions th&eceiving Partyor
its Subcontractor took or will take to prevent and mitigate
harmful effects and protect against recurrence;

D. Any details necessary for a determination oihether the
incident is a breach that requires notification under RCW
19.255.010, RCW 42.56.590, or any other applicable breach
notification law or rule.

E. Any other information[Agency] reasonably requests.

Requirement to mitigate

Receiving Party must also takections to mitigate the risk of loss and
comply with any notification or other requirements imposed by law or
[Agency].

11
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Notification If notificationto individualsmust, in the sole judgement ofAgency], must

be made Receiving Party will further cooperate and facilitate notification t
required parties, which may include notification to affected individuals, the
medi a, the Attorney General ®s Of {
applicable law.

At [Agenc y ®iscfetion, Receiving Party may be required to directliulfill
notification requirements, or ifAgency] elects to perform the notifications,
Receiving Party must reimbursg¢Agency] for all associated costs.

Costs Receiving Party is responsible fioall costs incurred in connection with a
security incident privacy breach, or potential compromise of Data,
including:

A. Computer forensics assistance to assess the impact of a Dat:
Breach, determine root cause, and help determine whether
and the extent b which notification must be provided to
comply with Breach notification laws;

B. Notification and call center services for individuals affected by
a security incident or privacy Breach, including fraud
prevention, credit monitoring, and identify theft assiahce;
and

C. Regulatory defense, fines, and penalties from any claim in the
form of a regulatory proceeding resulting from a violation of
any applicable privacy or security law(s) or regulation(s).

Survival Receiving Party®s obligations r e/
termination of this DSA and continue for as long as Receiving Party
maintains the Data and for anyoreach or potentialbreach, at any time.

Should include — Monitoring and enforcement

Describe measures to monitor and enforce the agreement, including remedies for violations. Depending on risk
profile and available resources, monitoring could include attestations, verification or audits. At a minimum,
remedies should includethe right to terminate and have information destroyed or returned.

Examples

General right to monitor and | The Receiving Partyagrees that[Agency] will have the right, at any time,
audit to monitor, audit, and review activities and methods in implementingis
Agreement in order to assure compliance.

12
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Alternative right to audit During the term of this DSA and for six (6) years following termination or
language expiration of this DSAJAgency] will have the right at reasonable times
and upon no less than fie (5) business days prior written notice to access
the Receiving Party®s records ani
auditing, and evaluating the Rec:/¢
and applicable laws and regulations.

Third party audits At[ A g e nequéisof in accordance with OCIOSecurity Standard No.
141.10, Receiving Party shall obtairthird-party audits covering Data
Security and Permissible Use. Receiving Party may cover both the
Permissible Use and the Data Security Requirements der the same
audit, or under separate audits.

Penalties Any disclosure of Data contrary to this DSA is unauthorized and is subjec
to penalties identified in law.

Should include — Awareness and/or training

Describe measures to ensureauthorized users understand their responsibilities. Examples could include general
privacy trainingand/or specific nondisclosure agreements for the shared information.

Examples

Employee awareness The Receiving Partyshall ensure that all staff with acces$o the data
described in this Agreement are aware of the use and disclosure
requirements of this Agreement and will advise new staff of the provision:
of this Agreement.

[Agency] will provide an annual reminder to staff of these requirements.

[Agencies may add to this language to require generic data handling
training, or training specific to the agreemerit

Nondisclosure agreements Individuals will accessData only for the purpose of this Agreement. Each
individual shall read and sigjAgency confidentiality and nondisclosure
agreement] prior to being granted accessto the Data. The Receiving
Party will retain a signed copy of [Agency confidentiality andom-

di sclosure agreement] i n foeaaninimure oh|
six years from the date the empl
documentation must be available to [Agency] upon request.

13
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[Agencies maymodify how long these agreements must benaintained, or
proactively collect signed copies prior to sharing information or granting
access]

Should include — Compliance with additional relevant OCIO security requirements based
on the type of data sharing

Depending on the specificfunctions performed by the recipient, compliance with other OCIO security
requirements may be required[Specific security requirements will vary significantly based on the function being
performed and agencies are expected to include these requirements applicable]

Examples

General security statement

The Contractor shall protect and maintain all Confidential Information
gained by reason of this Contract against unauthorized use, access,
disclosure, modification or loss. This duty requires the Contractdo
employ reasonable security measure# accordance with OCIO security
standard 141.10

Alternative general security
statement

Receiving Partyshall use appropriate safeguards to prevent the
inappropriate use, disclosure and/or loss of Confidential Information.
Receiving Partyshall adopt reasonable and necessary administrative,
technical and physical safeguards to ensure the confidentiality, ailability
and integrity of the Confidential InformationReceiving Party
acknowledges that [Agency] is relying on the administrative, physical, and
technical safeguards implemented by théReceiving Partyin permitting
access to Confidential Information gbject of this Agreement. The
Receiving Partyrepresents and warrants that it has adopted,
implemented, and shall maintain, for so long aReceiving Partyhas
access to, creates, maintains, uses, or disclosesjg e ncy ®s ] C(
Information adequateand appropriate safeguards in order to: (i) protect
the confidentiality and security of Confidential Information obtained from,
or created on behalf of, [Agency] by theReceiving Party,and (ii) prevent
the use or disclosure of Confidential Information o#r than as provided for
by this Agreement and applicable lawsReceiving Partyadministrative,
physical, and technicalsafeguards and those of its subcontractors, shall
comply with all applicable laws, and applicable then current privacy and
security guicelines and/or standards issued by thélational Institute for
Standards and Technology (NIST)

14
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Include anyother specific data sharing requirements that apply to the information. For example, HIPAA includes

specific requirements for contracts with business associates accessing protected health information on behalf of a

covered entity.

Might include — Term and termination

Describe the effective term, which may end with a date or an event. Although not unique to data sharing
agreements, including an appropriate term provision ties directly into data minimization and purpose limitation.
Appropriate terminationprovisions tie directly into adequate enforcement remedies.

Examples

General term language

This DSA will begin orjbeginning date] or date of execution, whichever is
later, and continue throudn [ending date], unless terminated sooner as
provided in thisDSA. The DSA may be extended by mutual agreement
through an amendment.

Termination for convenience

Either party may terminate thiDSAwith[# ofdays]ld ay s ® wr i t
Once Data is accessed by theReceiving Party, this DSAis binding as to
the confidentiality, use and disposition of alData received as a result of
access, unless otherwise agreed in writing

Termination for cause

[Agency] may terminate this DSA for default, in whole or in part, by writtel
notice to the Receiving Pay, if[Agency] has a reasonable basis to
believe that the Receiving Party has:

(1) failed to perform under any provision of this DSA;

(2) violated any law, egulation, rule, or ordinance applicable to this DSA;
and/or

(3) otherwise breached any provision or condition of this DSA.

If it is later determined that the Receiving Party was not in default, the
termination shall be considered a termination for conveance.

15



C WaTech

Washington Technology Solutions

Washingion's Consolidafed Technofogy Services Agency

Might include — Off-shore prohibition

Include a prohibition on storing or sharing information outside of the United States when prohibited by law,
contract or policy. Even when not formally prohibited, before allowing information to be stored outside of the
United States consider the ability to protect the information and seek recourse in a foreign jurisdiction. Also
consider the criticality and sensitivity of the infonation, including the impact of the loss of confidentiality, integrity
or availability.

Examples

General prohibition Receiving Party must maintain all hardcopies containing Confidential
Information in the United States.

Receiving Party may not directly oindirectly (including through
Subcontractors) transportor maintainany Data, hardcopy or electronic,
outside the United States unless it has advance written approval from
[Agency].

Might include — Cyber liability insurance

Cyber liabilityinsurance is a specific type of insurance coverage to protect an agency from the costs associated
with a data breach or other cyber security issues. It is discrete from the commercial general liability requirements
often included in agency contractsand the technology errors and omissions insurance that may be appropriate
for contracts with IT vendors.

When sharing confidential information with outside vendors, agencies should require sufficient cyber liability
coverage to protect the state in the event o& privacy or securityincident. The appropriate amount many vary
depending on the type and amount of information being shared, and the amount of information from other
organizations covered by the policy.

State agencies may have their own cyber liabilitysurance purchased through the Department of Enterprise
Services.

Might include — Indemnification

This term serves to compensate an agency for harm or
actions or failure to act. The intent is to shift liability away from an agency on to the indemnifying party. Generally,
this term should be incided in all vendor and contractor agreements.It is typically not appropriate for

agreements between two public agencies.

Examples
16
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General indemnification

The Contractor shall be responsible for and shall indemnify, defend, and
hold [Agency] harmless from any and all claims, costs, charges, penalties
demands, losses, liabilies, damages, judgments, or fines, of whatsoever
kind of nature, arising out of ol
Subcontractor ®s performance or f i
acts or omissions of the Contractor or any Subcontractor.

b. The Contractor ®s dut y[Ademcy]i nd e
harmless from any and all claims, costs, charges, penalties, demands,
losses, liabilities, damages, judgments, or fines shall includeAg e nc vy
personneltr el at ed cost s, rfees soorincasts,lard alh t
related expenses.

c. The Contractor waives its immunity under Title 51 RCW to the extent it
is required to indemnify, defend, and hold harmless the State and its
agencies, officials, agents, or employees.

d. Nothing in this tem shall be construed as a modification or limitation on
the Contractor®s obligation to pl
Contract or the scope of said insurance.

Might include — Third party requests

Consider including processes fohandling requests for information from third parties. This may include court

orders and subpoenas or the Public Records Act, particularly when sharing information with other public

agencies.

Examples

When sharing with other
agencies

If the Receiving Partyreceives a public records request under Chapter
42.56 RCW for any records containing Data subject to this DSA,
Receiving Party agrees to notify th¢Agency] Public Disclosure Officer
within five (5) business days and to follow the procedure set out in this
section before disclosing any records.

The Receiving Party must provide a copy of the records with proposed
redactions to[Agency] when they are available and readyfAgency] will
respond within ten (10) business days of receipt of the redacted records
to identify concerns with disclosure of the records, propose any changes
to the Receiving Party redactions, or request more time if needed. If
Receiving Party disagrees with any dAgency®]soncerns or proposed
changes, Receiving Party must notiffAgency] of that disagreement and

provide [Agency] with a minimum of fifteen (15) business days to obtain g

17
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restraining order or injunction under RCW 42.56.540 before disclosing an
records.

Acknowledgment of Public ReceivingParty acknowledges thafAgency] is subject to the Public
Records Act for bilateral Records Act (Chapter 42.56 RCW).
sharing defined in Chapter 42.56 RCW. Any documentsr informationsubmitted
to[Agencyl]by Recei ving Party maywldlcsa
and therefore subject to public disclosure.

Might include — Restrictions on disclosure or publication

Some data recipients, such as researchers, may intend to publish data or analysis. Consider including publication
procedures, such as deidentification standards or agency review prior to publication

Examples

General rght to review Any and all reports utilizing the data shall be subject to review pgency]

publications prior to publication or presentation.
[If the recipient will publish analysis or reports using the data, consider th
right to review. Also incorporate actual review process, ifading timelines
for review]

Detailed right to review All reports derived from Data shared under this DSA, produced by

publications Receiving Party that are created with the intention of being published for

or shared with external customers (Data Product)) must be sent to
[Agency] for review of usability, data sensitivity, data accuracy,
completeness, and consistency witjAgency] standards prior to
disclosure. This review will be conducted and response of suggestions,
concerns, or approval provided to Rceiving Party within 10 business
days.

Small numbers requirements | Receiving Party will adhere t¢Agency small numbers guidelines] in any
published reports. [Agency]and Receiving Party may agree to individual
exceptionsin writing (email acceptable).
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Might include — Other widely applicable contract terms

There are many generic contract termgi.e. boilerplate)that may be appropriate for aDSA, that are not specific to
the data sharing arrangement itself. Examples include governing laseverability, and order of precedence.

These types of terms should be included when appropriate, and care should be exercised to ensure consistency
when the DSA terms are used as an addendum or exhibit to another contract.
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Certification of Disposal of Confidential Information

NAME OF RECEIVING PARTY:

CONTRACT #:

(Receiving Party) herby certifies that the data described below,

received as a part of the data provided in accordance with the contract listed above have been disposed of.

You certify that you returned or securely destroyed all identified confidential information received from [Agency], or
created, maintained, or received by you on behalf of [Agency]. You certify that you did not retain any copies of this

confidential information.

Description of Information

Date of Destruction or Return:

Method(s) of disposal:

Disposed by:

Signature

| Date

Printed Name:

Title:
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Version History

Version

Summary of Changes

December 20212 v.1

N/A

March 20222 v.2

Clarifies that indemnification clages are typically not
appropriate for agreementsbetween public agencies.
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